
AWS Security Essentials

▪ Class begins at 10 Eastern time

▪ For Class Audio Connection: 

▪ ONLC Office Locations –

Audio is connected over Jabra speaker

▪ Home or Office –

Call: xxx-xxx-xxxx Access Code: xxx xxx xxx#

Enter the audio pin shown in the GoToMeeting panel

▪ If you need assistance, call 800-288-8221

Instructor:  Philip Matusiak

Email:  philmatusiak@gmail.com



The Jabra Speaker
Mute Button – A ring of red lights appears 

around the speaker when the phone is muted. 

A single white light appears above the Jabra 

logo when the phone is not muted. 

Volume UpVolume 

Down

The On/Off Hook buttons have no function 

when connected to GoToMeeting audio.



























Cloud service models – IaaS, PaaS, 

and SaaS



Multi-tenancy models



Migrating on-premise applications 

to the cloud



Cloud-based single tier architecture



Cloud-based multitier architecture 

(high availability)



AWS Security Essentials - 1



1.1 AWS shared security responsibility model



1.2 Shared responsibility model for infrastructure services



1.3 AWS key pairs



1.4 Shared responsibility model for container services



1.5 - Shared responsibility model for abstracted services



1.6 - AWS shared security model - AWS responsibilities



1.7 - AWS regions and availability zones



1.8 - AWS Service Health Dashboard



1.9 AWS shared security model - customer responsibilities



1.10 - AWS Trusted Advisor checks



1.11 - AWS Config Rules



AWS Security Essentials - 2



2.1 - AWS console login



2.2 - AWS IAM users



2.3 - AWS IAM groups



2.4 - AWS Service Role types



2.5 - AWS SAML Role



2.6 - AWS cross-account access roles



2.7 - AWS identity provider access roles



2.8 - AWS account root user recommendations



2.9 - AWS job functions policies



2.10 - AWS Create Policy options



2.11 - AWS IAM Policy Simulator



2.12 - AWS IAM Access Advisor



2.13 - AWS IAM Password Policy



2.14 - AWS Security Credentials



2.15 - AWS IAM policy summaries



AWS Security Essentials - Lab

• Login into AWS Dashboard

• Review the Dashboard

• Setup IAM Administrator Account

• Setup IAM Service Role for EC2 Admin

• Generate a Key Pair

• Create a Security Group (Port 809 and 3389)

• Launch an EC2 Instance

• RDP to Windows Server

• Install IIS

• Test Web and Application Server

• Generate a Snapshot



AWS Security Essentials – End Day 1

➢ Day 2 

• Chapter 3

• Chapter 4

• Chapter 5



AWS Security Essentials - 3



3.Figure 1 - AWS VPC components



3.Figure 2 - AWS VPC route tables



3.Figure 3 - AWS VPC endpoints



3.Figure 4 - AWS VPC peering



3.Figure 5 - AWS VPC wizard



3.Figure 6 - AWS VPC for a multi-tier web application



3.Figure 7 - AWS VPC for connecting branch offices



3.Figure 8 - AWS VPC extend corporate data center



3.Figure 9 - AWS VPC security groups



3.Figure 10 - AWS VPC NACL



3.Figure 11 - AWS custom VPC



3.Figure 12 - AWS direct connect



3.Figure 13 - AWS VPC Transitive Peering



AWS Security Essentials - 4



4.Figure 1 - AWS encryption workflow



4.Figure 2 - AWS decryption workflow



4.Figure 3 - AWS envelope encryption



4.Figure 4 - AWS CloudHSM



4.Figure 5 - AWS CloudHSM separation of duties



AWS Security Essentials - 5



5.Figure 1 - AWS EC2 security



5.Figure 2 - IAM role for EC2 instance



5.Figure 3 - AWS security groups



5.Figure 4 - AWS security groups object reference



5.Figure 5 - AWS layered network defense



5.Figure 6 - Amazon Inspector splash screen



5.Figure 7 - Amazon Inspector CloudTrail events



5.Figure 8 - Amazon Inspector CloudWatch metrics



5.Figure 9 - Amazon Inspector dashboard



5.Figure 10 - Amazon Inspector rules package



5.Figure 11 - Amazon Inspector assessment template



5.Figure 12 - AWS shield tiers



AWS Security Essentials – End Day 2

➢ Day 3

• Chapter 6

• Chapter 7

• Chapter 8



AWS Security Essentials - 6



6.Figure 1 - AWS Web Application Firewall



6.Figure 2 - AWS WAF condition



6.Figure 3 - AWS WAF rules



6.Figure 4 - AWS WAF Web ACL



6.Figure 5 - AWS Cognito overview



AWS Security Essentials - 7



7.AWS CloudWatch Alert



7.Figure 1 - AWS CloudWatch architecture



7.Figure 2 - AWS CloudWatch Create Alarm



7.Figure 3 - AWS CloudWatch dashboard



7.Figure 4 - AWS CloudWatch Metrics



7.Figure 5 - AWS CloudWatch Metric details



7.Figure 6 - AWS CloudWatch dashboard options



7.Figure 7 - AWS CloudWatch Events



7.Figure 8 - AWS CloudWatch alarm



7.Figure 9 - AWS CloudWatch log monitoring



7.Figure 10 - AWS CloudWatch Create Logs Metric



7.Figure 11 - AWS system and instance checks



7.Figure 12 - AWS Management Pack



AWS Security Essentials - 8



8. Table 1 - AWS logs classification



8.Figure 1 - AWS access logging S3



8.Figure 2 - Amazon ELB logging



8.Figure 3 - Amazon CloudFront logging



8.Figure 4 - Amazon VPC flow logs



8.Figure 5 - AWS CloudWatch Logs



8.Figure 6 - AWS CloudWatch Log streams



8.Figure 7 - AWS CloudWatch events log



8.Figure 8 - AWS CloudWatch Log agent lifecycle



8.Figure 9 - AWS CloudWatch Logs lifecycle



8.Figure 10 - AWS CloudTrail lifecycle



8.Figure 11 - AWS CloudTrail events



8.Figure 12 - AWS CloudTrail compliance audit workflow



8.Figure 13 - AWS CloudTrail security analysis workflow



8.Figure 14 - AWS CloudTrail data exfiltration workflow



8.Figure 15 - AWS CloudTrail operational issue troubleshooting workflow



8.Figure 16 - AWS certifications and assurance programs



8.Figure 17 - AWS Config workflow



8.Figure 18 - AWS Config dashboard



8.Figure 19 - AWS Service Catalog



AWS Security Essentials – End Day 3

➢ Wrap Up

• Tear Down AWS Resources

• Evaluations

• Email: philmatusiak@gmail.com
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